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Windows 10

Tested on 1709

Windows 10 Antispy

Without alternative:
https://www.oo-software.com/en/shutup10

Uninstall Apps

Currently the best:
https://github.com/Sycnex/Windows10Debloater

Remove "System Apps"

Edge, Xbox-whatever

Install “take ownerships”1.

Windows Registry Editor Version 5.00

;Created by Vishal Gupta for AskVG.com

[HKEY_CLASSES_ROOT\*\shell\runas]
@="Take ownership"
"HasLUAShield"=""
"NoWorkingDirectory"=""

[HKEY_CLASSES_ROOT\*\shell\runas\command]
@="cmd.exe /c takeown /f \"%1\" && icacls \"%1\" /grant
administrators:F"
"IsolatedCommand"="cmd.exe /c takeown /f \"%1\" && icacls \"%1\" /grant
administrators:F"

[HKEY_CLASSES_ROOT\Directory\shell\runas]
@="Take ownership"
"HasLUAShield"=""
"NoWorkingDirectory"=""

[HKEY_CLASSES_ROOT\Directory\shell\runas\command]
@="cmd.exe /c takeown /f \"%1\" /r /d y && icacls \"%1\" /grant
administrators:F /t"
"IsolatedCommand"="cmd.exe /c takeown /f \"%1\" /r /d y && icacls

https://www.oo-software.com/en/shutup10
https://github.com/Sycnex/Windows10Debloater
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\"%1\" /grant administrators:F /t"

Take ownerships of “C:\Windows\SystemApps\whatever”2.

→ delete 3.

Disable Defender

Set-MpPreference -DisableRealtimeMonitoring $true
Set-MpPreference -ExclusionPath "C:\temp", "d:\Share"
Set-MpPreference -SevereThreatDefaultAction NoAction|Allow
Set-MpPreference -HighThreatDefaultAction NoAction|Allow
Set-MpPreference -LowThreatDefaultAction NoAction|Allow
Set-MpPreference -ModerateThreatDefaultAction NoAction|Allow
-DisableIntrusionPreventionSystem
-DisableArchiveScanning
-DisableBehaviorMonitoring
-DisableRemovableDriveScanning

Chocolatery

https://chocolatey.org/install

choco install git python notepadplusplus mingw windbg ghidra radare2
freefilesync x64dbg.portable 7zip chromium wireshark docker-desktop HxD

WSL

Enable-WindowsOptionalFeature -Online -FeatureName Microsoft-Windows-
Subsystem-Linux

https://chocolatey.org/install
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